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A Better Infrastructure
A Faster Accessible Services
A More Participation in Decision Making




Corruption

Everywhere
In every sector

Think? Encroachment on other authorities

God must have a reason, but the issue is... what are the acceptable percentages

Cycle

Precaution / Preventiorg Investigation / Detectiong Deterrence / Accountable Example
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Corruption of the Executive Authority
Administrative Corruption

A Issuing laws or decisions for the benefit of specific groups
A Announcement and awarding of government contracts
A Employee profiteering

A Negligence and indifference in the management of public facilities
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Contributing Factors

Value System Structure of the Public Service L&)

Separation between worship and transactions Separation between violations and penalties

Social acceptance of unjustified payments Combining administrative and criminal penalties
Appointment and promotion systems in public service

Oversight Salary and wage structure

The independence of regulatory bodies is a recent

development Work Environment

Competition between regulatory bodies and overlapping Lack of precise definition of tasks and duties in

jurisdictions government agencies

Unavailability of reports from regulatory agencies Government bureaucracy and complex procedures

Weak oversight by parliamentary and local councils Absence or weakness of sationitoring
Centralization and individualism in public affairs

Legal Procedures management

Lengthy trial procedures Lack of transparency in public affairs management

Lack of sufficient protection for witnesses and Accountability for steps rather than for outcomes

whistleblowers in corruption cases
The legal framework to prevent conflicts of interest is a
recent development
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Counteracting Factors

U Digital Transformation
U Regulating disclosure and information circulation (Right to information)
U An active role for civil society (whistleblowers)

U Indirect media campaigns (issued verdig®ncouraging reporting)
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Concepts

The Transactors
The Investor
The Citizen

The Corrupt and the Corrupter
The difference between a bribe and a gift
Who is the one under duress?

We are looking to protect the clean, respectable investor
If the act of bribery is not proven, they should not be a party
The responsible authority (decisiemaker)

The difference between political and criminal responsibilkyPenal Code
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Penal Code

Article 115Profiteering

Every public official who obtains or attempts to obtain for himself, or obtains or attempts to
obtain for another, without right, a profit or benefit from an act of his office shall be punished
with temporary hard labor.

Article 116 Damaging Public Funds

Every public official who intentionally harms the funds or interests of the entity in which he
works or with which he is connected by virtue of his work, or the funds or interests of others
entrusted to that entity, shall be punished with temporary hard labor.

If the damage resulting from his act is not serious, he may be sentenced to imprisorurient.
116C Intentional breach of contractsmprisonment (a criminal penalty for a contractual
dispute-i.e., a civil dispute)

Breach of the United Nations Convention signed in the sixties and ratified in the egbities

Question
Political Accountability or Criminal Accountability

(even if he did not profit or profit others either high treason or madness) !!
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Law on the Trial of Ministers

w NP

v

High treason or disloyalty to the republican system.

. Violation of the provisions of the Constitution.
. Conduct or action that would affect the prices of goods, real estate, government

securities, or securities listed on the stock exchange or tradable in the markets with the

Intent of obtaining a personal benefit or for others.

Exploiting influence, even by illusion, to obtain a benefit or personal advantage for

oneself or for others from any public authority, body, company, or institution.

Intentional violation of laws or regulations that results in the loss of a financial right of

the state or another public legal person.

Action or conduct intended to influence judges or any body legally authorized with

jurisdiction in judiciary or fatwa.

. Interference in the election or referendum process or their procedures with the intent of
Influencing the result of either, whether by issuing orders or instructions contrary to the
law to the competent officials or by taking illegal measures.

© AMDarwish.cont 2 81 02 212/3 7 9



Governance

Rules Guarantee
Vision Mission
Efficiency Effectiveness
ransparency | Right to Information
Prediction Stabllity
Participation Majority
Accountability Responsibility
Rule of Law Legislative Justice
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First Question:
What is the required economic growth rate?

Approach One: Job Opportunities
Approach Two: Per Capita Income
Approach Three: Social Safety Net System

Second Question:
Can this required growth be achieved?

Third Question:
How can Egyptian and foreign investments be attracted in an
organized framework?



Towards an integrated system for state management...
Separation between

The Executive Authority

And the Regulatory/Oversight Bodies

And the General Commissioner (Board of Grievances
Ombudsman)

Guidance by the rules of tl@@rganisatiorfor Economic Ce
operation and Development (OECD)

Creating a system for Regulatory Impact Assessment



Public Policy Recommendations

At the Job Level

At the Administrative Unit Level

At the State Management Level

Transitioning to human
resource development

Reducing the number of administrative unit

Redefining the role of government.

Focusing on creating a
generation of leaders to
achieve change.

Transitioning to working with a system of
dynamic structures.

Adopting good governance as the bag
for the work system.

Sectoral division of jobs

Introducing modern management systems.

Activating and maximizing the role o
civil society.

Developing the legislative
system for public service.

Adopting developed mechanisms for public
financial management

Moving towards decentralization and
activating the role of local authorities

Achieving financial and
psychological satisfaction for
the employee

Creating new investment models for
contracting.

Focusing on core tasks and purchas
services.

Reviewing accountability and
responsibility systems.

Simplifying work cycles to increase the
efficiency of transaction execution.

Attracting the informal economy.

Making services available through new
channels.

More mechanisms to achieve integrity.

Disseminating citizen relationship management
systems.

Supporting swift justice mechanisms.

Completing and linking national databases.
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First: At the State Management Level

A Redefining the role of government

A Adopting good governance as the basis for the work system in the
administrative apparatus.

A Activating and maximizing the role of civil society in providing services
and participating in management and oversight.

A Moving towards decentralization and activating the role of local
authorities

A Focusing on core tasks, purchasing auxiliary services, and separating
production units.

A Providing accessible and suitable services to attract the informal economy
to contribute to the formal economy.
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Second: At the Administrative Unit Level

A Reducing the number of administrative units
A Transitioning to working with a system of dynamic structures
A Introducing modern management systems and mechanisms to cope with change

A Adopting developed mechanisms for public financial management

A Creating new investment models for contracting, managing, and operating
projects

A Simplifying work cycles to increase the efficiency of transaction execution

A Making services available through new channels

A More mechanisms to achieve integrity.

A Disseminating citizen relationship management systems

A Supporting swift justice mechanisms
A Completing and linking national databases
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Third: At the Job Level

A Transitioning to human resource management system mechanisms and developing performance measuremen
and evaluation methods and incentive mechanisms.

A Focusing on creating a generation of leaders to achieve the required change.
Sectoral division of jobs to allow for multiple employment and promotion mechanisms suitable for each group.
Developing the legislative system for public service.

Modifying the role of the Central Agency for Organization and Administration to become the regulator and
monitor of the function.

Developing methods for filling positions.
Introducing new job models (patitme work- productionbased work).
Developing methods for joining the civil service, such as a public service exam.

o Po Po Do Do Do D»

Emphasizing transparency and merit in joining the service through advertisement and comparison.
A Establishing easier mechanisms for entering and leaving jobs to allow for the use of some expertise.
A Solving some current problems such as leave, etc.

A Achieving financial and psychological satisfaction for the employee through a new salary structure and a new
job ladder.

A Reviewing accountability and responsibility systems to achieve discipline in the administrative apparatus.
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Observations 2011 & 2020
Perseverance

We do not need this number The Volume -
A clear error in classification

Solving the problem of economic slowdown

Failure to adopt new human resources models
Pricing the certificate... pricing the job
Dynamic structures programs/projects... departments

Isolated silos

focus on the unit and adherence to procedure versus guality ¢
ease Example (extracting death certificitegbmitting birth
certificates for schools submitting a birth certificate for
pensions)
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Change happens when another party benefits or under pressure
Cardbased points of sale

Remote work _
Classical structures

Natural and cultural heritageenvironment culture and youth

Institutions are stronger than the peoplé@ choices
100pounds on every car that can have a radio installed

What is created is not abolished
Agricultural Reform

Fundamental errors in governance models
Implementatiori Oversighti Regulation
Complaints systemBoard of Grievances
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1. PolicyReform,PerformanceMeasurementand PerformanceManagement
KeyQuestions

1 Whatreformsare currentlyunderwayto strengthenpolicyformulationandcoordination?
Cosmeticg for the sakeof formalities ¢ under pressure- X
No RIAunits
Stillbasedon top personin charge

1 Arethere effectiveregionalexampleghat shouldbe documentedanddisseminated?
Yes,but scarce

1 How are practicesfor performancemeasurementand managementevolvingthroughout the
region?Whereare they workingwell, where are they not, andwhy?
Mostly Implementation KPIs
SometimesOperationalKPlIs
Rarely ImpactKPlIs
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2. HRManagementin the PublicSector EnhancedProductivity; ImprovedValuefor Money

KeyQuestions

1 Whydo Arabgovernmentsreceivea relativelylow return on their considerablanvestmentsin
humancapital?
Oldfashionedhiring schemes
Queuepromotion schemes
Noinvestmentin HR
Performanceevaluationis a complicatedculture

1 Howcanmeritocracybe strengthenedn government?
Via a clear performance evaluation system aided by external independent auditing
(otherwise queuepromotionswill be the safestto avoid nepotism)

1 Which Arab countrieshaveimplementedsignificantreformsin HRmanagementAVhat types
of reformshavebeenmost effective?
Introducingcontracting.. Beingtenure kills motivation

1 Howcanwe bestmeasuregovernmentproductivity?
Audit Rolof projects
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3. Economidlanagement RegulatoryPolicies ReducingState Captureand
Ensuringa LevelPlayingField

KeyQuestions

1 What are the most pressingbarriers to entrepreneurshipin MENA, and how can they be
alleviatedAWhat are examplesof bestpracticethat canbe disseminated?
Onesizedoesnot fit all .. cannot treat startupslike micro like small..
Must implement RIAto avoid collateraldamage!!

1 HowcanMENAgovernmentdestsupporteconomicdiversification?
Givespacefor private sectorto breath and grow

1 HowcanMENAgovernmentsstrengthenimplementationand providegreaterconsistencyn how
the rulesare implemented?
Startby applyingthe ruleson SoEs
IndependentRegulator

1 Howcanbusinessassociationdetter protect the interestsof entrepreneursandsmallinvestors?
Governmentdoesnot seethem a strongballot box influencer
Parliamentis pro-goverenment
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4. Anticorruption and Transparency
KeyQuestions

1 Whattypesof corruptionis mostprevalentand perniciousin variousArabcountries?
BiasedDecreesor RegulatoryFramework
GovernmentProcurement& ProjectAwarding
Benefitingfrom your PublicPosition
Negligence

1 Howeffectiveare Arablegalandinstitutional frameworksin combatingcorruption?
LegalProcesss slow
Institutional Frameworkexists.. needsempowerment
Multi -auditing and monitoring and.. (good practice)

1 Whatkindsof suomotu disclosurexanMENAgovernmentgursueWhereis the low hangingfruit?
Digital Transformation

1 How can Right to Information legislation be best supported and advanced? How can the
Implementationof existingRTIregimesbe strengthened?
Securityculture and political coverto avoid unrest.. prevails

© AMDarwish.cont 2 81 02 225/3 7 9



Priorities

1. Establishing Regulatory Impact Assessment (RIA) Units
2. Train on how to establish Impact Key performance Indicators (KPIs)

3. Work on Culture change. Public that are complaining about quality of service are the same
who are calling to keep old HR systems for employment and promotion

4. Advocate for independent Regulators

5. Make sure Sate Owned Enterpris&®E¥)abide to same private sector rules and fair
competition

6. Advocate for the activation of the Right to information specially for budget and auding
transparency

7. Continue aggressively on the digital transformation. Avoid trying to fit old government
structures to new disruptive technologies
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Next Level
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General Background

Budget

Budget Deficit
Public Debt

Trade Balance
Monetary Reserve
Inflation

Minimum and Maximum Wages
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Performance Indicators

Implementation
Operation

Impact
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The accumulation of complexities in procedures has become a burden on
the future of the service (the beneficiary) and on the budget, which has lec
to:

Prolonging the time to deliver the required service
The need to impose higher taxes and fees
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From Government to Governance
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The Prevaliling Culture

|Isolated Silos
Immersed

How dare you teach me my job?
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Fears of Digital Transformation

Userés Fears:

Increased fraud: The digital and technological revolution has also led to
the development of online fraud and scams.

Loss of privacy:

m 14‘»\0 The power of the digital platform that stores large amounts of displayed
__mim 1. information has the potential for illegal tracking of custorbacsivities
0 and personal advantages.

If individuals are not careful with the application, there is a high

probability that this will lead to the collection of their abundant personal
information, which turns into the creation of an illegal profile, and this

data is used for dishonest purposes such as sharing it with market agencies
without the uses knowledge.

Employe&s Fears:
The belief that employees may lose their jobs this way.
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The Impact of Technologies
On Business Models and Preventing Corruption
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#Trending

In daily use

#

H O H O H OH

Network

Cloud

Mobile

FinTech

Digital Signature
GeoData

Growing fast
Big Datag Analytics

Computer Vision
loT

Al

BlockChain
Drones

H S H®H OH R
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Connected Society
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Workers: Leaders:
Enable citizen direct interaction il Drive Worker productivity and Empower Leaders by increasing
& drive business workplace modernization insight and accountability.

e

Personalized Experiences | Mobile Citizens 0 Worker - Leaders - Social Connections
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Ingredients

— Citizen
National 1D — Economic Institutes
National Databases (Companiexetc.)
G2G Network — Realestate
GIS & Geo Data
Governance
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Usage @
A 1D Cards

A Passports

Transactions
A ESignature
A Time Stamp one time

Transaction

» On Site
Photo” PIN~ Biometric
PIN
Biometric

Remote Digital Signature
(PKI)

A eID

A Digital Identity

A Governmentto-Government (2G)
database linking

lometric
fingerprint
Retina scanning

)

Apps
A Bidding- Courts
A G2G (National Databases)
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Digital Identity

A What is Digital Identity?
A How to use Digital Identity?
A What is required from the user?

A Digital Identity services
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What is Digital Identity?

A Digital identity is the national digital identity for all users, including citizens, residents, and visitors, allowing
users to access services of government agencies and other service providers.

A Digital identity also offers easy solutions for accessing services via smartphones without identifying the user
through traditional methods like a password or username, as well as the ability to digitally sign documents and
verify their authenticity without needing to visit service centers.

A Activating digital identity can include the following services and benefits:

A A secure and unified digital identity.

A A unified login to all government websites and their services from your mobile phone

A Digitally signing, verifying, and authenticating documents

A Storing and sharing digital documents

A Creating and updating a unified user profile

A Providing personalized and direct services to individuals

o
ol »
L

, As
?.b \ .V |
\ +
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How to use Digital Identity

The ID Pass application is available on mobile application platforms, and a user can register through simple steps
include:

Scanning their national ID card
Verifying their mobile phone number
Registering their email address.

Then setting a password for the identity.

The service provider creates a unit to assist applicants with their requests to ensure technical issues are resolvec
during and after registration, such as:

A unified phone number to answer inquiries and provide technical support.
Creating a number of direct links, suchiamjuire about how to create and upgrade a digital identity aczount
Creating pages for frequently asked questions.
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What is required from the user

A To generalize the concept of digital identity and use its services and capabilities with high efficiency,
the user (citizen) must have the following:

A The user is confident and capable of using technology and IT tools

A Uses and knows the skills and services of financial and monetary technology and electronic payment
services

A s literate in reading and writing, and thus in electronic symbols and texts

A s sufficiently aware of the security challenges and vulnerabilities in information and communication
technology and ways to protect against them

A Uses information and communication technology as a good user who is honest, has integrity, and
ethical behavior

A Works to spread the use of information and communication technology in a way that is beneficial to
those around them. Respects and works for the privacy of data circulation
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Activating Faceprint in the Digital Identity Application:

TheDigital Identityo application uses biometric faceprint technology to register users, where a verified account
can be created in less than minutes without needing to visit government service centers, whereas the registration
process used to take longer and required a visit to a service center to complete.

ThenDigital Identityd application provides the user with the ability to securely access various websites and
applications of governmental, segovernmental, and private entities nationwide, and to benefit from the
services of both public and private entities.

The faceprint adds more security measures to the Digital Identity application, making it a secure national identity
for citizens.
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Digital Identity Services

Digitally Signing and Sharing Documents

The digital identity allows its users to request an electronic copy of official documents and use them securely to con
transactions and request services from providers. This feature is distinguished by reducing the use of paper and the
number of personal visits to centers, thus saving time and effort.

This feature can also operate according to blockchain technology, which provides the highest levels of security and
tracking.

Digital Wallet

The digital identity application often contains a digital wallet for saving and exchanging digital documents with
government departments, and for using them to complete transactions quickly without the need to submit paper
documents.

Digital Signature

A signature can be used digitally on official documents and transactions using the digital identity with ease.

You can sign through the application, upload the document, sign it, and share it.

You can also instantly verify any signed document that has been shared with the user through the application or on
dedicated website.

Protecting Your Privacy and Digital Identity
This process is done by issuing a number of laws to protect privacy and individuals and their digital identity, so that 1
laws include a law for the protection and security of electronic information and its services, as well as combating run

and various electronic crimes. © AMDarwish.cont 2 31 02 248/3 7 9



Sample Example National DBs

Citizen
(National ID)

¥ N

Land / Bldg
/ :— Property ¢
Agr Land Mov |

Cars

Com Econ ¢
Mobile
Phone [
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Service Oriented Architecture
Government to Government Bus

Pension/Insurance

Officer .
SR N S X

o G2G /G 2E ®

Education
Officer

=
=
=
=
=
=

. . . Health N
Education Insurance Taxes Civil Affairs ealt P N Solidarity

=
\

Healthcare
Offices

)

EIP
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Governance

! 5

How to avoid Big Brother ?

Distributed approach

No one can get hold of several
pieces of information




NO More Running Around

CSO

School

CSO

TWO THIRDS

of documents presented to
government

are issued by government !!
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Digital Transformationl01 J

A You dof®2need to present a document to a government entity that
IS produced by another government entity

A You encourage your private and NGO entities to be accredited to
connect with government
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Examples

Applying to school .. Why do you need a birth certificate

Applying for a job .. Why do you need a university transcript

Renewing car license .. Why do you need a traffic violation clearance
Renewing national ID .. Why do you need a stamp from workplace or syndicate

Settling your pension .. Why do you need a birth certificate
X

List is very long !!
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Health services

?i Social Safety Nets

J  Energy
Famlly Card e Transportation
A Social Safety Nets is a major concern Egypt.
Subsidy was 9% of the GDP until 2 years ago ﬁg é
and is getting as high as 11 % this year

A14 Million families (4 Quintiles of Society )
AEMV Sim -based card
A Capable of carrying 8 applications

Crd daal daaa

YoV.£YVYY. VYA

YeoVoAd VALY
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Artificial Intelligence
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What is the Currency of Knowledge?

The currency of th@0" century was physical goods

The currency of th15t century has become ideas

The economy opens its doors to innovation and creativity
Large companies no longer have a monopoly on reach
80% of corporate profits are linked to information
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Who wants to deal with the

government?
closeto none !l

If government can guarantee that
regulatory Issues are taken care of
without the citizens and investors
noticing, this will be a major

© AMDarwish.cont 2 81 02 259/3 7 9



‘Artificic

Inte

© AMDarwish.cont 2 81 02 260/3 7 9



t PULL %

tPUSH {



Government Is
composed of a set of agencies working

together as a , generating
Integrated responses to community
needs.
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STAKEHOLDER
SATISFACTION

DIGITAL OPTIONS

ISu
END-TO-END g

R
END-TO-END Hosl
DIGITAL —

TRANSACTIONS

—
DIGITAL | AL
CAPABILITIES . Q

TRANSFORMATIVE O

DIGITAL PROJECTS lﬂf;}l

Al, DATA AND -
DATA ANALYTICS @ i
=)

Citizen Satisfaction
with Digital Services
(via survey)

Business Satisfaction
with Digital Services
(via survey)

Services that cffer
e-payment options
(intound and outbound)

Services that are prefilled
with Government-verified
data

Services that cffer
digital options for
wet ink signatures

Percentage of
transactions completed
digitally from end-to-end

Percentage of payments
(inbound and outbound)
completed via e-payments

Number of public officers
trained in data analytics
anc data science

Number of public officers
with basic digital literacy

Number of
transformative
digital projects

Percentage of Ministry
families that use Al
for service delivery or
policy making

Numbezr of high-impact
data analytics orojects

Core data fields in
machine readable format,
anc transmittable by APIs

Time required to fuse data
for cross-agency projects

Seamless
Integrated

Government

SINGAPORE GOVERNMENT TECH STACK (SGTS)

A better, smarter and faster platform for building digital applications

BETTER
EXPERIENCE

Develop a more seamless,
consistent and connected
experience across government
digital services.

. SMARTER
— PROCESS

Enable easier exchange of data
across the government for richer
insights that will help with policy
and solution development as
well as monitoring of operations.

.4) FASTER
ROLLOUT

Faster deployment of
solutions without the need
to develop infrastructure
from scratch

DIGITAL SERVICES

Easy-to-use, accessible and secure
digital government services that
improve lives of citizens and
business.

* MICROSERVICES

Reusable common services that
agencies utilise to build applications
such as the National Digital Identity
for authentication.

* MIDDLEWARE

Software services such as APEX
(AP| Gateway) and WOGAA
(analytics) that allow for rapid
development, deployment, testing
and monitoring.

* HOSTING PLATFORMS

Scalable hosting containers with
secure connectivity.
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Procurement Portal

What talk can we have about supporting small and medinad enterprises if
government agencies do not adhere to the simplest assistance for these companies, which
find themselves forced to buy all newspapers to track tender news, then go around to

government agencies and pay thousands of pounds to buy brochures that they may not
even apply for after reading their details.

Jobs Portal
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mpute

Commanication

FinTech
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A complete System

Easier ,_ .
More Powerful o & 4l ~

o 4 )
& Everywhere 't ARY s

ADiscover
ACreate
AManage

Enterprise

AVisualize
AAnalyze
ACollaborate
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Cloot Conputing

Contribution by Reem Raafat &
AbdelKaderNowaisy
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Evolution
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Resource Pooling

On-Demand
Self-Service

Easy Maintenance

Large Network
Access

Availability

Featuresof
Cloud Computing

o Date
Flair

Automatic System

Economical

Security

Pay As You Go

Measured service
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PLATEFORM
AS/ASSERVICE

PRODWUCT

' . i SAASSSORTWARE
AS/ASSERVICE

v i IAAS:
INFRSSTRUCTURE

v AS/ASSERVICE
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Google Cloud Platform

[ |

Alibaba Group ORACLE (/ ) IBM Cloud DigitalOcean
IR Em CLOUD

OVH com "’ linode “

OneDrive
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Value (USS billion)

60 -

50 4

40 4

30 .

20 A

Worldwide cloud infrastructure
services spend, Q1 2018 to Q4 2021

Q102Q0304Q1 02030401 0203040102 Q3 Q4

2018

Year-on-year growth

mmValue -O-Growth

2019 2020

2021

50%
45%
40%
35%
30%
25%
20%
15%

- 10%
- 5%
- 0%

Worldwide cloud
infrastructure
spend grew 34%

year on year to
USS53.5 billion in
Q4 2021

@ canalys

=IDC
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0%

Value Share

Source: IDC 2022

Worldwide Enterprise Infrastructure Buyer & Cloud
DeploymentForecast, 2020 - 2025 (spending)

m Non-Cloud & Dedicated = Cloud & Shared Cloud & Dedicated

19.5%
l I l I -
2020 2021 2022 2023 2024 2025
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Cloud challenges

Data privacy 51%

Cost

Compliance

Integration 13%

Source: Refinitiv survey of 300 financial institution chief
technology officers, chief information officers and chief data
officers
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Contribution by Mohamed Abd&WVahab EKassas
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Contribution by Mohamed Abd&WVahab EKassas
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