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Corruption

Everywhere
In every sector

Think? Encroachment on other authorities

God must have a reason, but the issue is... what are the acceptable percentages

Cycle

Precaution / Prevention — Investigation / Detection — Deterrence / Accountable Example
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Corruption of the Executive Authority
Administrative Corruption

* Issuing laws or decisions for the benefit of specific groups
 Announcement and awarding of government contracts
 Employee profiteering

* Negligence and indifference in the management of public facilities
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Contributing Factors

Value System
Separation between worship and transactions
Social acceptance of unjustified payments

Oversight

The independence of regulatory bodies is a recent
development

Competition between regulatory bodies and overlapping
jurisdictions

Unavailability of reports from regulatory agencies

Weak oversight by parliamentary and local councils

Legal Procedures

Lengthy trial procedures

Lack of sufficient protection for witnesses and
whistleblowers in corruption cases

The legal framework to prevent conflicts of interest is a
recent development

Structure of the Public Service Law 25]
Separation between violations and penalties
Combining administrative and criminal penalties
Appointment and promotion systems in public service
Salary and wage structure

Work Environment

Lack of precise definition of tasks and duties in
government agencies

Government bureaucracy and complex procedures
Absence or weakness of self-monitoring
Centralization and individualism in public affairs
management

Lack of transparency in public affairs management
Accountability for steps rather than for outcomes
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Counteracting Factors

» Digital Transformation

» Regulating disclosure and information circulation (Right to information)

» An active role for civil society (whistleblowers)

» Indirect media campaigns (issued verdicts — encouraging reporting)
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Concepts

The Transactors
The Investor
The Citizen

The Corrupt and the Corrupter
The difference between a bribe and a gift
Who is the one under duress?

We are looking to protect the clean, respectable investor
If the act of bribery is not proven, they should not be a party
The responsible authority (decision-maker)

The difference between political and criminal responsibility - Penal Code
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Penal Code

Article 115 Profiteering
Every public official who obtains or attempts to obtain for himself, or obtains or attempts to

obtain for another, without right, a profit or benefit from an act of his office shall be punished
with temporary hard labor.

Article 116 Damaging Public Funds

Every public official who intentionally harms the funds or interests of the entity in which he
works or with which he is connected by virtue of his work, or the funds or interests of others
entrusted to that entity, shall be punished with temporary hard labor.

If the damage resulting from his act is not serious, he may be sentenced to imprisonment. 57]
116 C Intentional breach of contracts - imprisonment (a criminal penalty for a contractual
dispute - i.e., a civil dispute)

Breach of the United Nations Convention signed in the sixties and ratified in the eighties 60]

Question
Political Accountability or Criminal Accountability

(even if he did not profit or profit others - either high treason or madness) !!
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Law on the Trial of Ministers

N

7

High treason or disloyalty to the republican system.

Violation of the provisions of the Constitution.

Conduct or action that would affect the prices of goods, real estate, government
securities, or securities listed on the stock exchange or tradable in the markets with the
intent of obtaining a personal benefit or for others.

Exploiting influence, even by illusion, to obtain a benefit or personal advantage for
oneself or for others from any public authority, body, company, or institution.
Intentional violation of laws or regulations that results in the loss of a financial right of
the state or another public legal person.

Action or conduct intended to influence judges or any body legally authorized with
jurisdiction in judiciary or fatwa.

. Interference in the election or referendum process or their procedures with the intent of
influencing the result of either, whether by issuing orders or instructions contrary to the
law to the competent officials or by taking illegal measures.
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Governance

Rules Guarantee
Vision Mission
Efficiency Effectiveness
Transparency Right to Information
Prediction Stability
Participation Majority
Accountability Responsibility
Rule of Law Legislative Justice
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First Question:
What is the required economic growth rate?

Approach One: Job Opportunities
Approach Two: Per Capita Income
Approach Three: Social Safety Net System

Second Question:
Can this required growth be achieved?

Third Question:
How can Egyptian and foreign investments be attracted in an
organized framework?



Towards an integrated system for state management...
Separation between

The Executive Authority

And the Regulatory/Oversight Bodies

And the General Commissioner (Board of Grievances -
Ombudsman)

Guidance by the rules of the Organisation for Economic Co-
operation and Development (OECD)

Creating a system for Regulatory Impact Assessment



Public Policy Recommendations

At the Job Level At the Administrative Unit Level At the State Management Level

Transitioning to human

Reducing the number of administrative units. | Redefining the role of government.
resource development

Focusing on creating a

: Transitioning to working with a system of Adopting good governance as the basis

generation of leaders to .
. dynamic structures. for the work system.
achieve change.
L : : Activating and maximizing the role of
Sectoral division of jobs Introducing modern management systems. . . 8 5
civil society.

Developing the legislative Adopting developed mechanisms for public Moving towards decentralization and
system for public service. financial management activating the role of local authorities
Achieving financial and . . : :

g' . , Creating new investment models for Focusing on core tasks and purchasing
psychological satisfaction for . .

contracting. services.

the employee

Reviewing accountability and | Simplifying work cycles to increase the

s . . . Attracting the informal economy.
responsibility systems. efficiency of transaction execution.

Making services available through new
channels.
More mechanisms to achieve integrity.

Disseminating citizen relationship management
systems.

Supporting swift justice mechanisms.
Completing and linking national databases. © AMDarwish.com —23/10/22 - 16/31




First: At the State Management Level

* Redefining the role of government

* Adopting good governance as the basis for the work system in the
administrative apparatus.

* Activating and maximizing the role of civil society in providing services
and participating in management and oversight.

* Moving towards decentralization and activating the role of local
authorities

* Focusing on core tasks, purchasing auxiliary services, and separating
production units.

* Providing accessible and suitable services to attract the informal economy
to contribute to the formal economy.
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Second: At the Administrative Unit Level

* Reducing the number of administrative units
* Transitioning to working with a system of dynamic structures
* Introducing modern management systems and mechanisms to cope with change

* Adopting developed mechanisms for public financial management

* Creating new investment models for contracting, managing, and operating
projects

* Simplifying work cycles to increase the efficiency of transaction execution

* Making services available through new channels

* More mechanisms to achieve integrity.

* Disseminating citizen relationship management systems

* Supporting swift justice mechanisms
* Completing and linking national databases
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Thlrd At the Job Level

Transitioning to human resource management system mechanisms and developing performance measurement
and evaluation methods and incentive mechanisms.

* Focusing on creating a generation of leaders to achieve the required change.
* Sectoral division of jobs to allow for multiple employment and promotion mechanisms suitable for each group.
* Developing the legislative system for public service.

* Modifying the role of the Central Agency for Organization and Administration to become the regulator and
monitor of the function.

* Developing methods for filling positions.

* Introducing new job models (part-time work - production-based work).

* Developing methods for joining the civil service, such as a public service exam.

* Emphasizing transparency and merit in joining the service through advertisement and comparison.

» Establishing easier mechanisms for entering and leaving jobs to allow for the use of some expertise.
* Solving some current problems such as leave, etc.

* Achieving financial and psychological satisfaction for the employee through a new salary structure and a new
job ladder.

* Reviewing accountability and responsibility systems to achieve discipline in the administrative apparatus.
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Observations 2011 & 2020
Perseverance

We do not need this number The Volume
A clear error in classification

Solving the problem of economic slowdown

Failure to adopt new human resources models
Pricing the certificate... pricing the job
Dynamic structures programs/projects... departments

Isolated silos

focus on the unit and adherence to procedure versus quality and
ease Example (extracting death certificates — submitting birth
certificates for schools — submitting a birth certificate for
pensions)
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Change happens when another party benefits or under pressure
Card-based points of sale

Remote work
Classical structures

Natural and cultural heritage - environment - culture and youth

Institutions are stronger than the people’s choices
100 pounds on every car that can have a radio installed

What is created is not abolished
Agricultural Reform

Fundamental errors in governance models
Implementation — Oversight — Regulation
Complaints system - Board of Grievances
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1. Policy Reform, Performance Measurement and Performance Management

Key Questions:

e What reforms are currently underway to strengthen policy formulation and coordination?
Cosmetic — for the sake of formalities — under pressure - ...
No RIA units
Still based on top person in charge

e Are there effective regional examples that should be documented and disseminated?
Yes, but scarce

e How are practices for performance measurement and management evolving throughout the
region? Where are they working well, where are they not, and why?
Mostly Implementation KPIs
Sometimes Operational KPIs
Rarely Impact KPIs
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2. HR Management in the Public Sector; Enhanced Productivity; Improved Value for Money

Key Questions:

e Why do Arab governments receive a relatively low return on their considerable investments in
human capital?
Old fashioned hiring schemes
Queue promotion schemes
No investment in HR
Performance evaluation is a complicated culture

e How can meritocracy be strengthened in government?
Via a clear performance evaluation system aided by external independent auditing
(otherwise queue promotions will be the safest to avoid nepotism)

e Which Arab countries have implemented significant reforms in HR management? What types
of reforms have been most effective?
Introducing contracting .. Being tenure kills motivation

e How can we best measure government productivity?
Audit Rol of projects
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3. Economic Management: Regulatory Policies, Reducing State Capture and
Ensuring a Level Playing Field

Key Questions:

e What are the most pressing barriers to entrepreneurship in MENA, and how can they be
alleviated? What are examples of best practice that can be disseminated?
One size does not fit all .. can not treat startups like micro like small ..
Must implement RIA to avoid collateral damage !!

e How can MENA governments best support economic diversification?
Give space for private sector to breath and grow

e How can MENA governments strengthen implementation and provide greater consistency in how
the rules are implemented?
Start by applying the rules on SoEs
Independent Regulator

e How can business associations better protect the interests of entrepreneurs and small investors?
Government does not see them a strong ballot box influencer
Parliament is pro-goverenment
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4. Anticorruption and Transparency

Key Questions:

What types of corruption is most prevalent and pernicious in various Arab countries?
Biased Decrees or Regulatory Framework
Government Procurement & Project Awarding
Benefiting from your Public Position
Negligence

How effective are Arab legal and institutional frameworks in combating corruption?
Legal Process is slow
Institutional Framework exists .. needs empowerment
Multi-auditing and monitoring and .. (good practice)

What kinds of suo motu disclosures can MENA governments pursue? Where is the low hanging fruit?
Digital Transformation

How can Right to Information legislation be best supported and advanced? How can the
implementation of existing RTI regimes be strengthened?
Security culture and political cover to avoid unrest .. prevails
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Priorities

1.

Establishing Regulatory Impact Assessment (RIA) Units
Train on how to establish Impact Key performance Indicators (KPIs)

Work on Culture change. Public that are complaining about quality of service are the same
who are calling to keep old HR systems for employment and promotion

Advocate for independent Regulators

Make sure Sate Owned Enterprises (SoEs) abide to same private sector rules and fair
competition

Advocate for the activation of the Right to information specially for budget and auding
transparency

Continue aggressively on the digital transformation. Avoid trying to fit old government
structures to new disruptive technologies
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General Background

Budget

Budget Deficit
Public Debt

Trade Balance
Monetary Reserve
Inflation

Minimum and Maximum Wages
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Performance Indicators

Implementation
Operation

Impact
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The accumulation of complexities in procedures has become a burden on
the future of the service (the beneficiary) and on the budget, which has led
to:

Prolonging the time to deliver the required service

The need to impose higher taxes and fees
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Smart .. Seamless

2020 4S5
From Government to Governance
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The Prevailing Culture

Isolated Silos
Immersed

How dare you teach me my job?
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Fears of Digital Transformation
User’s Fears:

Increased fraud: The digital and technological revolution has also led to
the development of online fraud and scams.

Loss of privacy:

The power of the digital platform that stores large amounts of displayed

af o ) ) : : : .
___ji1hi1111°11 information has the potential for illegal tracking of customers’ activities

and personal advantages.

If individuals are not careful with the application, there is a high
probability that this will lead to the collection of their abundant personal
information, which turns into the creation of an illegal profile, and this
data is used for dishonest purposes such as sharing it with market agencies
without the user’s knowledge.

Employee’s Fears:
The belief that employees may lose their jobs this way.
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The Impact of Technologies
On Business Models and Preventing Corruption
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#Trending

In daily use Growing fast

# Network # Big Data — Analytics
# Cloud # Computer Vision

# Mobile # loT

# FinTech > Al

# Digital Signature » Block-Chain

# Geo-Data # Drones
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Connected Society
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CRIMES
UNIT

Workers: Leaders:
Enable citizen direct interaction il Drive Worker productivity and Empower Leaders by increasing
& drive business workplace modernization insight and accountability.

Personalized Experiences | Mobile Citizens - Worker - Leaders - Social Connections
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Ingredients

— Citizen
National ID — Economic Institutes
National Databases (Companies ...etc.)

G2G Network

—— Real-estate

GIS & Geo Data

Governance
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 e-ID

Usage * Digital Identity
* IDCards * Government-to-Government (G2G)

* Passports

database linking

Transactions
* E-Signature
* Time Stamp one time

Biometric
e fingerprint
* Retina scanning

Transaction

*
Apps
> On Site * Bidding - Courts
oy N /Blometric * G2G (National Databases)
Biometric

Remot Digital Signature

(PKI) © AMDarwish.com —23/10/22 - 42/379



Digital Identity

* What is Digital Identity?
* How to use Digital Identity?
* What is required from the user?

* Digital Identity services
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What is Digital Identity?

Digital identity is the national digital identity for all users, including citizens, residents, and visitors, allowing
users to access services of government agencies and other service providers.

Digital identity also offers easy solutions for accessing services via smartphones without identifying the user
through traditional methods like a password or username, as well as the ability to digitally sign documents and
verify their authenticity without needing to visit service centers.

Activating digital identity can include the following services and benefits:

A secure and unified digital identity.

A unified login to all government websites and their services from your mobile phone

Digitally signing, verifying, and authenticating documents
Storing and sharing digital documents

Creating and updating a unified user profile

Providing personalized and direct services to individuals
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How to use Digital Identity

The ID Pass application is available on mobile application platforms, and a user can register through simple steps that
include:

Scanning their national ID card
Verifying their mobile phone number
Registering their email address.

Then setting a password for the identity.

The service provider creates a unit to assist applicants with their requests to ensure technical 1ssues are resolved
during and after registration, such as:

A unified phone number to answer inquiries and provide technical support.
Creating a number of direct links, such as “inquire about how to create and upgrade a digital identity account™.
Creating pages for frequently asked questions.
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What is required from the user

* To generalize the concept of digital identity and use its services and capabilities with high efficiency,
the user (citizen) must have the following:

* The user is confident and capable of using technology and IT tools

* Uses and knows the skills and services of financial and monetary technology and electronic payment
services

 [s literate in reading and writing, and thus in electronic symbols and texts

» Is sufficiently aware of the security challenges and vulnerabilities in information and communication
technology and ways to protect against them

* Uses information and communication technology as a good user who 1s honest, has integrity, and
ethical behavior

* Works to spread the use of information and communication technology in a way that is beneficial to
those around them. Respects and works for the privacy of data circulation
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Activating Faceprint in the Digital Identity Application:

The “Digital Identity” application uses biometric faceprint technology to register users, where a verified account
can be created in less than minutes without needing to visit government service centers, whereas the registration
process used to take longer and required a visit to a service center to complete.

The “Digital Identity” application provides the user with the ability to securely access various websites and
applications of governmental, semi-governmental, and private entities nationwide, and to benefit from the
services of both public and private entities.

The faceprint adds more security measures to the Digital Identity application, making it a secure national identity
for citizens.
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Digital Identity Services

Digitally Signing and Sharing Documents

The digital identity allows its users to request an electronic copy of official documents and use them securely to conduct
transactions and request services from providers. This feature i1s distinguished by reducing the use of paper and the
number of personal visits to centers, thus saving time and effort.

This feature can also operate according to blockchain technology, which provides the highest levels of security and
tracking.

Digital Wallet

The digital identity application often contains a digital wallet for saving and exchanging digital documents with
government departments, and for using them to complete transactions quickly without the need to submit paper
documents.

Digital Signature

A signature can be used digitally on official documents and transactions using the digital identity with ease.

You can sign through the application, upload the document, sign it, and share it.

You can also instantly verify any signed document that has been shared with the user through the application or on the
dedicated website.

Protecting Your Privacy and Digital Identity
This process is done by issuing a number of laws to protect privacy and individuals and their digital identity, so that the
laws include a law for the protection and security of electronic information and its services, as well as combating rumors

and various electronic crimes. © AMDarwish.com —23/10/22 - 48/379



Sample Example National DBs

Citizen
(National ID)

¥ N

Land / Bldg
/... :‘ Property ¢
Agr Land Mov g

Cars

Com Econ ¢
Mobile
Phone [

© AMDarwish.com —23/10/22 - 49/379




© AMDarwish.com —23/10/22 - 50/379



Service Oriented Architecture
Government to Government Bus

Pension/Insurance

Officer .
A R

o
AR

@ G2G /| G2E @

Other  SBIEA Portal AR Solidarity

Education
Officer

E)
E)
E)
E)
E)
E)

Education Insurance Taxes Civil Affairs Health . Solidarity
P
l'u'l Healthcare
Offices

EIP
E)



Governance

! 5

How to avoid Big Brother ?

Distributed approach

No one can get hold of several
pieces of information



NO More Running Around
@

A
School
? CSO
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CSO

TWO THIRDS

of documents presented to
government

are issued by government !!



Digital Transformation 101 ©

* You don’t need to present a document to a government entity that
is produced by another government entity

* You encourage your private and NGO entities to be accredited to
connect with government
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Examples

Applying to school .. Why do you need a birth certificate

Applying for a job .. Why do you need a university transcript

Renewing car license .. Why do you need a traffic violation clearance
Renewing national ID .. Why do you need a stamp from workplace or syndicate

Settling your pension .. Why do you need a birth certificate

List is very long !!
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_ — Health services
$ Social Safety Nets =
J  Energy
Family Card e Transportation
= Social Safety Nets is a major concern Egypt.
Subsidy was 9% of the GDP until 2 years ago ﬁﬁ

and is getting as high as 11% this year
= 14 Million families (4 Quintiles of Society !!)
= EMV Sim-based card
= Capable of carrying 8 applications

S

.=:=" &

YoV.£YVYVY.VVA

YeoVoAd VALY
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Artificial Intelligence
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What is the Currency of Knowledge?

The currency of the 20™ century was physical goods

The currency of the 215 century has become ideas

The economy opens its doors to innovation and creativity
Large companies no longer have a monopoly on reach
80% of corporate profits are linked to information
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Who wants to deal with the
government?
close to none!!

If government can guarantee that
regulatory issues are taken care of
without the citizens and investors
noticing, this will be a major
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Government is
composed of a set of agencies working
together as a , generating
integrated responses to community
needs.
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STAKEHOLDER
SATISFACTION

DIGITAL OPTIONS

ISu
END-TO-END g

R
END-TO-END Hosl
DIGITAL —

TRANSACTIONS

—
DIGITAL | AL
CAPABILITIES . Q

TRANSFORMATIVE O

DIGITAL PROJECTS lﬂf;}l

Al, DATA AND -
DATA ANALYTICS @ i
=)

Citizen Satisfaction
with Digital Services
(via survey)

Business Satisfaction
with Digital Services
(via survey)

Services that cffer
e-payment options
(intound and outbound)

Services that are prefilled
with Government-verified
data

Services that cffer
digital options for
wet ink signatures

Percentage of
transactions completed
digitally from end-to-end

Percentage of payments
(inbound and outbound)
completed via e-payments

Number of public officers
trained in data analytics
anc data science

Number of public officers
with basic digital literacy

Number of
transformative
digital projects

Percentage of Ministry
families that use Al
for service delivery or
policy making

Numbezr of high-impact
data analytics orojects

Core data fields in
machine readable format,
anc transmittable by APIs

Time required to fuse data
for cross-agency projects

Seamless
Integrated

Government

SINGAPORE GOVERNMENT TECH STACK (SGTS)

A better, smarter and faster platform for building digital applications

BETTER
EXPERIENCE

Develop a more seamless,
consistent and connected
experience across government
digital services.

. SMARTER
— PROCESS

Enable easier exchange of data
across the government for richer
insights that will help with policy
and solution development as
well as monitoring of operations.

.4) FASTER
ROLLOUT

Faster deployment of
solutions without the need
to develop infrastructure
from scratch

DIGITAL SERVICES

Easy-to-use, accessible and secure
digital government services that
improve lives of citizens and
business.

* MICROSERVICES

Reusable common services that
agencies utilise to build applications
such as the National Digital Identity
for authentication.

* MIDDLEWARE

Software services such as APEX
(AP| Gateway) and WOGAA
(analytics) that allow for rapid
development, deployment, testing
and monitoring.

* HOSTING PLATFORMS

Scalable hosting containers with
secure connectivity.
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Procurement Portal

What talk can we have about supporting small and medium-sized enterprises if
government agencies do not adhere to the simplest assistance for these companies, which
find themselves forced to buy all newspapers to track tender news, then go around to
government agencies and pay thousands of pounds to buy brochures that they may not
even apply for after reading their details.

Jobs Portal
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A complete System

Easier

More Powerful - T
& Everywhere o B | ( Ah |

Public * Discover
Users - Create
* Manage

Enterprise

* Visualize
* Analyze
» Collaborate »,n E
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Cloud Cornouting

),

Contribution by Reem Raafat &

Abdel-Kader Nowaisy
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Resource Pooling

On-Demand
Self-Service

Easy Maintenance

Large Network
Access

Availability

Featuresof
Cloud Computing

QLE

Automatic System

Economical

Security

Pay As You Go

Measured service
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Google Cloud Platform

N
Alibaba Group ORACLE ( ) IBM CI.OUd DlgltaIOcean
PojEEEC &= (7] CLOUD

O\/H o ‘lmode “

OneDrive
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Value (USS billion)
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40 4

30 .

20 A

Worldwide cloud infrastructure
services spend, Q1 2018 to Q4 2021

Q102Q0304Q1 02030401 0203040102 Q3 Q4

2018

Year-on-year growth

mmValue -O-Growth

2019 2020

2021

50%
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15%

- 10%
- 5%
- 0%

Worldwide cloud
infrastructure
spend grew 34%

year on year to
USS53.5 billion in
Q4 2021

@ canalys

=IDC
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0%

Value Share

Source: IDC 2022

Worldwide Enterprise Infrastructure Buyer & Cloud
DeploymentForecast, 2020 - 2025 (spending)

m Non-Cloud & Dedicated = Cloud & Shared Cloud & Dedicated

19.5%
l I l I -
2020 2021 2022 2023 2024 2025
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Cloud challenges

Data privacy 51%

Cost

Compliance

Integration 13%

Source: Refinitiv survey of 300 financial institution chief
technology officers, chief information officers and chief data
officers
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Contribution by Mohamed Abdel-Wahab El-Kassas
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FinTech

Contribution by
Mohamed Ahmed Magdy
Aleya Mamdouh

Ismail EI-Dahshan
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Payment Service Provider ...
Payment System Operators ...

* The Evolution of Payment system though the Ages:

EVOLUTION OF PAYMENT SYSTEM

) ® ® O W @ @ @

Source: The Federal Reserve Payments
Study: 2018 Annual Supplement, p. 3,
https://www.federalreserve.gov/newseven
ts/pressreleases/files/2018-payment-
systems-study-annual-supplement-
20181220.pdf.

Money

Card
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Evolution of Modern Fintech

Alibaba

Online tele-banking is creates facial recognition
The Diners' Club NASDAQ introduced in Britain technology ‘Smile To Pay’
introduces the first introduces bVBTI.':e.NotStln_gham mak:sai‘::‘:zlebut ———
universal credit card electronic trading uilding Society 8
Pay Send
launches

1950s 1960s 1970s 1980s 2000s 2010s gy 2019

Digital-only
banks like N26
creates industry

The world's first ATM E-Trade launches Stanford Federal Bitcoin v.O1 disruption
is i.nstalled by Barclays the first online Credit Union is created Fintech apps
in Enfield, London brokerage services introduces first online like Stripe and
banking website Venmo gain
inthe US widespread
popularity

(Source: Abhishek Soni/Medium.com, 2019
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*Mobile Banking.

*Mobile Payments. Ca

oy o Jglaill Slaieg jlediwll Oloss

)

*Cryptocurrency & Blockchain
*Insurance. ;f 0" ‘: N
*Trading. | F
*Banking as a Service (BaaS)
*Global FinTech Solutions.
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Payment Service Provider ...
Payment System Operators ...
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* Money Deposits, Withdrawals, and Transfers
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* Checking/Saving Account Management
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* Loan Management
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Digital banking is the digitization (or moving

online) of all the traditional banking activities and
programs services that were historically were only
available to customers when physically inside of a

bank branch. This includes activities like
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Multichannel Omnichannel

1 1111
= Tl A S 2o

Social

Store Mobile Socnal Phone

Mobile

All channels available to the consumer All channels available to the consumer
but are not integrated. and they are connected.
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@Tech Risks

Legal
Acquisitions & IPOs Data loss Attraction and Business disruption Evolving regulation &
i retention of and systems failures mandatory insurance
Fraud Privacy challenges global talent . . requirements, e.g. PSD2
Credit risk and regulation, . Reputational risk & Electronic Money
e.g. GDPR Wellbeing and Directive
) performance Cyber attacks
Access to big data of staff Governance processes
Staff competency/ Professional negligence
conduct

© AMDarwish.com —23/10/22 - 117/379



weh\wu&wymcuﬁjﬂ\&afy

Jens oy La) 3banll (o Ballad) Jlan ) 5l 35 e Al € ol ALt LaS Ll iy o) el o3
A ganall agi jeal alasinly e ol Loy iy gh 3 e sl ol ja) Lo G0 155K o (an Las 4slY)
@d\ywd&wguxmf LQ\.AS\J\.\.\AY\}J\)AY\MJMM\.A\ \p@@ﬁ\@\wwﬁs\@mumdm
A_JA.:;‘_ga_\)m\.xd\ms\fe.uum@M\u&}\eﬂcuﬁd\y\ﬁ\dmkmmu\duﬂu&uﬁ Mstl\a_\Lcjaa.J\

ag, sil) cile gdaall Judieua
b O yeinse Lo Ll 5y sl e giaall aladitod o0 ¢ Apeash ) JE ) 5y Aiedl) iliaatll s Jia¥) e el J1 55 Y
2ol

© AMDarwish.com —23/10/22 - 118/379



> ) 2022 als (8 Axllall L o il Lgaldii g LiisS
~ Safaricom

M-PESA

(SSVIEA) ) bt 815 dans ) (3_pil) ddaia 5 aaa 991 A 5301 380 Lyl Cansnal i ¢ onnnd Ly 81 (535 (8 Aall] 5 8 ruai ]|

Baastie IS 3N (e IS Cald | adld) S peS Jany 53 ¢ 5 8l o ol SN ) Lgaldail ) plas MBlELG () sSali sl gale sl a5 i o) s o
DLaiia¥) 5o Lae ¢ B 84 68 ol Hlaiialy ¢ Aalall Lis 51 53S0 5 Lis o 5811 Jlane (8 2aaill da g e B0 5a sall i 5 ¢MINCs) ) ilbpaial)
FDI)) siluall (i)

A i) Sl aaa i e (Y1 e § a3l slad bl L alall 138 Uagad Gl ) 3 5 < g Sl 5aY) S AN G s o
B G AY) Lalladl KLY S) e Chgia ) acali a5 ") 3 (e JSEY) g sl - L El A SISO S e J) M " cillal LEADC). . )
Visa.

S "ol I Caags 2025-2022 4yl sl Gile saaall dual yiu) (33Ua) ae 331 8 adall ol Al laa )l (5 3S el (ST Gl 20 43
(Sl s N Gl SN ) J el aey Jiglady Jlad s e ey el Sile shae alai 45 ) (3a8a3

el (oY) A L5l Laalisa 55 ¥) cilS 3l sVodafone ( sSafaricom Jé (e 2007 ale (AM-Pesa ($Mal e sty JS5 138 Tay o
oalAEY) alaadd (e Cun ¢ Lea A g L j8) 58 L€ A paleall W) Jgedl) iiad e J ganall il ye ) Y sM-Pesa axex
Gl (ealdl aladl e IV 11 ) el DA J seaal) Cailgdl sae ) saY) A2ASuYUSSD A aladiind adh bl Ciila agaal ol
ale o (Y11 J) el (8 Clalaall Conii ) Cpa 8 Y 50 Ll 55 ey 3 Ay Jsenall Cailgdl jue Al Alalaa il 53 1.9 @ sl
Y50 5l 1.49) A4S i ke 176 4aiy Lo g Alilan O sile 37.6 (00 ST (508l 5 5al alesly 2020 ole oo Gl L3 20 dass 2021
; (S

Cleadll e G (e JIYI e Bl 6 83 Jeans ¢ 2022 ale b ¢« 2006 ale 8 b D) b 26 Wi 8 I Jpalll gl o 3 o
I e a1 Al

© AMDarwish.com —23/10/22 - 119/379




raa b Al Ly gl gisal) pUd e dale 3 s

0538l ) 4 puae 5 adalpn Al alall SIS e ol b (3 Sle aall e gall ulaall o LSl 2017 43l 89 a8 ) 4 sgandl Gt 2nd) ) 8 0
Glslh e ) el Jl aaine () Jsailly dyimal) cilingd) s <l 5l 50 iaa (e "a3e 5 (g aaall (5 3S all il ailaa anall g o))l Gl i

aalal 38y 9 Ao a8l gl el Ao ) Aaie) JB adiaa A Joadll gad aas dn gill 538 pal) i) sada o1 Jaadl ) ddiawg

duigriaiVl SLill
duigrialVl doga i

Aurinvilildaill g oJdloldl GSganll

© AMDarwish.com —23/10/22 - 120/379



o fradal daliilr g vadal) Ciladde A La

. :éﬁ\ @LEJ i 2

i. Definition of Payment Service Provider — PSP:
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Payment Service Provider ...
Payment System Operators ...

TYPES OF PAYMENT SYSTEM (INDLA)

Paper-based (ECS)
Payments Credit
(ECS)
RECS Debit
Other
Payment Electronic EFT
Systems $ Payments
RTGS NEFT
CCIL
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o S :

1| o= | OHE Machi

3 i 8 55 i

T Big

= Data
Augmented
Reality

© AMDarwish.com —23/10/22 - 127/379



Big Data & Analytics  Jalaill g dadual) clilull

Big Data

§ Analytics
2
? m‘" e bilion Real-time Enterprise
managemenb m > Streaming Data
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s £ B mitirs. datisbases unmlargeim: = Big Data =l
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Analytics

Online Data
Applications G .
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Analytics

{} Portfolio

ata Discove
Big Data Enterprise Data
Storage Warehouse >
(E.g.: Hadoop)

Business g
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4 Pain Points of Big Data - McKinsey ...
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Subplatforms of the Digital Business Platform

Customers Partners
Customer Experience Platform Ecosystems Platform
: Data & Analytics
P : Platform
:. ..°°-co..............-...::20 ......... ssessssssssesetsaaaane TEEEEERELL T . o
loT Platform Information Systems Platform
Things Employees

Source: Gartner
ID: 376740
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Finance

Basic Functions:

Chart of accounts

Budget

Account segments
Journal entries

Journal vouchers
Recurrent Transactions
Exchange rates

Multiple currencies
Deposits

Cheques

Credits

Receipts

Banks and Reconciliation
Deferred payments
Financial Consolidation
Financial Closure Statements
Financial reports

Accounting

Basic Functions

e  General Ledger

e  Accounts Payable

e  Accounts Receivable
e  (Cost Centers

Supply / Chain (Procurement)

Basic Functions

e  Purchase quotations

e  RFP follow-up Process: Link
purchasing documents and view
document trails for audit and
research purpose.

e  Purchase orders: create single or
multiple purchase orders and
goods receipts

e  Purchase deliveries

e  Purchase returns: Manage

returns, special expenses, and

multiple currencies

Purchase credit notes

Landed costs

Vendor Database

Taxes

Invoices

Deliveries

Detailed Pricing reports

Assets Management
Basic Functions:

Asset Master data
Capitalization
Retirement
Transfer
Depreciation run
Asset Revaluation

Inventory

Basic Functions

e Item Management: Coding — Serial
and Batch numbers — ability to link to
bar code readers - ..

Minimum stock purchase planning
Item Queries

Price lists

Transfer between warehouses
Receipt to stock

Release from stock

Stock transactions

Warehouse Transfers

Serial number tracking

Batch Management

Inventory Counting

Pick and pack

Human Resources

CRM (Customer Relation Management)
BI (Busnisss Intelligence)
Manufacturing

Distribution

GRC (Governance / Risk / Compliance)
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Macro Level

Postal Code

Aggregated
Planning Data

Entity YDB

G2G Interface
Application

Micro Data
Sphere
| Macro Data )

Sphere

Operator

MOP G2G Integration Strategy

s gSal) cilibnd) A<l aa JalSil) dasi) i)

Micro Level
Postal Code
Referenced Data
Exchanges

Entity X DB

| G2G Interface
Application
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National Macro Data Integration

Health Layer

@ < —==’ Core Data Model
() ‘—4
- Software Architecture and Data Integration Department
.—"‘ . . Operations Research and Mathematical
’ ) l Conceptualization Department
® . Data Transformation and Abstraction Team
() .—4

Global Data from Alliances/Collaboration

Education Layer

\?
Agriculture, Irrigation,
Layer

.\

Urban Planning Layer
gLay Inward Information Flow

More Layers Can Be Integrated As Project Develops



Other Expert

Databases Knowledge




Integrated
National
Planning

Geo-Spatial

Abstraction,

Modeling &
Analytics

Social GIS

(Crowd-
Sourcing)

Active
Simulation
& Scenario

Planning




Facts Inputs

Population Count and
Distribution

Age Groups &
Birth Rate Distribution

Common llInesses
Distribution

Population Economic
Level

Life Expectancy

Criteria Inputs

1

Outputs

Hospital Requirement &
Distribution

Beds, Doctors, Nurses, and
equipment requirement

Shortages

Budgets and Budget Projections

Requirements From Different
Stakeholders

Demographic Needs
Assessment

Geo-Aggregation and
Location Optimization

Shortage Analysis

Expert Knowledge
Database

OR Model Building

Sensitivity and Boundary
Condition Analysis




Advantages

Scientific national strategy planning

Quick evaluation and response to National or sub-National Demographic analysis.

Analyzing demographic service shortages and stress levels

Agile criteria-based Decision Making

Developing risk mitigation strategies and “what if” scenarios

Macro scale development planning




National Census Support and Analytics

Educational Planning
Health Care Planning
Food Supply

National Logistics Planning
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National Policy Analysis

Subsidy and Impact Evaluation

National Budget Geographic Distribution

Transparency and Fairness

National Demographic Risk Evaluation and Risk Mitigation Strategies
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Latitude
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Show Location \
Longitude
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GIS & Geo Data

Education

Economic

Social

Religious

Other
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maximum thrust ?
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Cyber Security
for Institutes
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Introduction

An investment in knowledge pays the best interest.
Benjamin Franklin
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Motivation

* Everyone seems to be going cashless
You cannot afford not to go digital and be left behind

On the other hand

* Possession of a huge amount of customer data and valuable assets have made banks
the top target of hackers and the threat of financial losses.

» Many cases of cybercrimes are bank frauds’
(Revealing ATM passwords, OTPs and details of bank /credit card account),
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Reputation is your capital

Banks and Financial Institutions must safeguard customer assets and their transactions
need to be on their guard more than most businesses.

Damages
* Breaches damage banks' standing in the financial market

Difficult to keep your level of trust
* You can fall hostage for ransom
* You may expose critical information about pending merger and acquisitions
* Banks can face consequences and penalties for “Regulator” non-compliance
* Consumers can lose money and time in case of data breaches
* Consumer data is perceptive (sensitive)
* Consumers private data in the wrong hands can do great harm.

© AMDarwish.com —23/10/22 - 215/379



My Computers and Servers are Safe

Think again @

How about sensitive data on laptops,
tablets and mobiles of top executives
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Human are hooked to their mobiles
while machines are learning &

So, you program the machine to keep trying
and 1t will .. Eventually ..
break in
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Sample cases

EARLY years 1994

A young computer programmer in St. Petersburg, Russia hacked into the electronic cash management system
of a major U.S. bank and secretly transferred sums of money totally over 400K USS.

Pune Citibank MphasiS Call Center Fraud 2005
Some ex-employees of BPO arm of MPhasiS Ltd MsourcE gained confidence and defrauded US Customers of
Citibank 3.5M US$

Database Leaks 2013-2015

Data of clients (names, addresses, phone numbers, credit limits, ...) made public
OTO Bank 800K Clients

HCF Bank 24K Clients

Alfa Bank 55K Clients

Massive IT employees laid off

The Bank NSP Case

Fiancé who broke with a bank trainee created fraudulent email ids ... bank was taken to court and was liable.

© AMDarwish.com —23/10/22 - 218/379



True Scenarios

(Repeated at different banks with different amounts)

Scenario 1

Screen 1s actually a layover (fake) screen and

Scenario 2 as such the banking details typed in will never
hit the internet banking site

Overseas client transferring funds 1.5M Pounds The hacker will enter different bank details

Client email was hacked

Changed banking instructions > The bank is usually found liable and

Bank did not confirm details verbally must refund the money
Transfer was made

» Bank was found responsible
Recent Vulnerabilities
Enable contactless limit bypass for Visa Cards
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the most frequent threat might be phishing. It is an illegal act to steal one’s private data by
sending them a link that redirects to fake sites or forms requiring users’ personal information.

acronym of Malicious Software, Malware enables attackers or hackers to have access to the
installed device.

it stands for Structured Query Language. Just like its name, SQL is a code injected into
an entry field that exploits the security vulnerability.

similar to the name, the backdoor is a technique to access a program by passing the ‘main’
normal authentication. It is usually inserted by program developers or hackers, and it is hard to detect.

this attack employs ‘denial’ by the system by submitting the wrong password
or overloading a network/machine’s capabilities to make the service unavailable. Another example is

zombie computers.

: contrary to a denial-of-service attack, the direct-access attack is done by installing
keyloggers, worms, a wireless mic, or covert listening devices to make operating system modifications
for direct access to the original one.

- it is @a masquerade act that comes from data falsification. Examples include biometric
spoofing, IP address spoofing, and email spoofing.
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Sources of Risk . Unencrypted Dat
* Hacking

e Denial of Service Attacks
 Identity theft

(example sms/sim swap)
e Virus Dissemination
* Computer Vandalism
* Cyber Terrorism

e Forgery

e Malicious Code

e Malware on users’ devices
(Man-in-the-Browser — trojan

horses) * Online Fraud
e Phishing (Man-in-the-Middle)
e Spam  Third Party Connection
e Spoofing ( » Software Piracy
e Defamation M
e Manipulating Data R [j [(
e Social Engineering s g 1

L&Ay

== =
= gadilhl
And no, you don't self-isolate for two weeks if you're infected.
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Defense

* Having Security Audits

* Enabling Firewalls

e Multi-layered email strategy

e Maintain up-to-date virus security software

* Fraud protection software (Ex Bank of America)
* Multi-factor Authentication (MFA)

* Biometrics

* Social log in

* Content Based Identification

* Digital Certificates

* Use of Anti-malware Applications

* Automatic Logout

* Network Traffic Monitoring and analysis

* Awareness and Education

 Ethical hacking .. Going Underground to anticipate
* Forensics

e Cyber Insurance
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Role of the Regulator

Example NAH, I’M NoT
WORRIED ABOUT CLoub
SECURITY. MY STORED
- - DATA 15 5O DISORGANIZED
Data Centers Specifications THEY’D NEVER BE ABLE To
FIND ANYTHING!

(cages .. where .. cloud)

© D.Fletcher for CloudTweaks.com
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The Egyptian Case

* Mature Regulator

* Very Strong Anti-Money Laundering Unit

* Most Banks have Internet Banking

* Variety of Electronic Payments Tools

* Variety of Micro-Fianance and Consumer Finance Products

* Many Tier 3 Data Centers (even Tier 4)
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IPS and Firewalls
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Data Governance
Cililud) daS g
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Effective data governance programs seek to improve data quality, reduce data silos, ensure compliance and

security, and distribute data access appropriately.

Data

Governance
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v alilyd) daS ga
Data Driven Decisions
and Measurable Outcomes

Data Governance ensures secure availability of high quality data to enable integrated data-driven driven decision
making with measurable outcomes

Policies, Data Quality Privacy, Information Reporting &
Guidelines & Framework Compliance Architecture Analytics

Standards & Security &

Integrations

People, Processes and Technology

Effective governance is an ongoing effort - executed by people, enabled by processes and supported by technology.
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Figure 1: The key components of data governance Typical - . IS
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Drive scale and data literacy U
Ensure security, data privacy and compliance U
High-quality data U

Promote data analytics U
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Data Data
Quality Architecture
Management Management

Meta Data >
Management <
s

: DATA
oot K\ GOVERNANCE

Management

Reference & Management
Master Data
Management

Organizational alignment U
Lack of appropriate sponsorship U

Relevant data architecture and processes U
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Blockchainis- growing list of records, called blocks, that are linked

using cryptography Each block contains a cryptographic hash of the previous
block, a timestamp, and transaction data.

... By design, a blockchain is resistant to modification of the data. It is an open, distributed ledger
that can record transactions between two parties efficiently and in a verifiable and permanent

way

Crypto-Money
Securing ldentity
Asset Management
Document Sighing
Supply Chain
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(The building blocks):“Blockchain” <} <l ¢S

Dta Data Hash
0057 1bc53bb5dbdfo0zad9da2babdedddh

Hash From: @ rf:'\"':l

i To @ (’Q&\"’:

K A}

| ot [ LI\
Hash ofprevious block L

Bitcoinblock example
Genesis block

Hash 6@:) | Hash @‘) | Hashe 3H4Q Hash: 128F Hash: 6BOT HG2Y | Hash 3H4Q
i — R — , ; . Un thats
Previous hash<, 0000 Previous hash: QZ_!!I) Previous hash: 6BQ1 Previous hash: 0000 Previous hash:  1Z8F Previous hash:(_ 6BQ1 notright??
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Distributed Ledgers

Node A Node B A U\tu UASJ J‘ d)ﬁ ‘\T.‘lr‘ "‘Lu ("39.‘“‘ Lgd\ ‘—’jl‘-“;y‘ \-ﬁéﬁi) ‘—1\-\@ 43\..4‘\ L@J e ‘;\M
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1 Transaction 2 Transaction broadcasted 3 Nodes / Peers validate
to the network the transaction

THE PROCESS
OF BLOCKCHAIN

Validated transaction 5 New block added
added to a new block to the blockchain

\
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Consensus:

A agililn N Jaashl B Ba) agd s gall (il & glil) Sl radiiena S
Joaaill AL 8 cilblanll EMawl) (10 A gana (£ Sialiimmutable record
of transactions <lleall (e A gana (e (ST A8 Jgall Gadd  glal) ASeds
DS 99 Baal 9 B pa Jawd (Al

Node: Computer within the system

Transaction: Actual transaction of value, the smallest component of the
Blockchain

Block: It’s a data structure where transactions are stored in a Merkletree format.
Chain: A sequence of blocks in a specific order.

Miners: Specific nodes that perform the transaction and block validation

»

»

»

»

v Al il gl

Consensus: For a transaction to be valid, all participants
must agree on its validity. (See Chapter 2 for more about
consensus mechanisms.)

Provenance: Participants know where the asset came from
and how its ownership has changed over time.,

Immutability: No participant can tamper with a transaction
after it's been recorded to the ledger. If a transaction is in
error, a new transaction must be used to reverse the error,
and both transactions are then visible.

Finality: A single, shared ledger provides one place to go to
determine the ownership of an asset or the completion of a
transaction.
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Transactions are blocked together in an
irreversible chain: blockchain

Channel Ledger (Blockchain Structure d-CA &
World State-DB)

Client Application/smart contract
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Total cryptocurrency value received by illicit addresses | 2017-2021 d j-'-éyu M JAM eJ\ J;J\
B Mclware | Terrorism financing Stolenfunds [ Scam [ Sanctions [ Ransomware Lﬁ \Mh LABJ k—\dJ Ja m‘ﬂy\

B Cybercriminal administrator [l Fraud shop Darknet market [l Child abuse material dd\_u \-A @L e_\ u_}; ‘2021 el_c

$14B
$ll.?E
2020 & )l 78«
$1OB r=1
SY.BE

$SE $4.6B 54.48
$OB

2017 2018 2019 2020 2021

Note: "Cybercriminal administrator” refers to addresses that have been attributed to individuals

connected to a cybercriminal organization, such as a darknet market.
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2017 2018 2019 2020 2021
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Agora Market Guide

https://agoradrugs.com/agora-
market-guide/

Paying with BTC
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Total number Number of arms-

Rate (per 1,000

Cryptomarket

of listings related listings listings)
Alphabay 36,906 474 11.2
Dreammarket 64,625 173 2.7
Valhalla (Silkkitie) 19,939 114 57
Hansa-market 22,151 49 2.2
Oasis’ 11,932 29 2.4
Python market 7377 14 1.9
TheDetox market 1,312 8 6.1
Traderoute 1,596 4 2.5
Minerva 697 3 4.3
Acropolis 253 2 7.9
Tochka 277 1 3.6
Dark-net-heroes-league 628 0] 0.0
Total 167,693 811 4.8
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Dream Market
Ichudifyeqm 4ldjj.onion
Established 2013
Browse by category
Digttal Goods 42503
» Drugs 45042
~ Drugs Paraphemnalia
165
. Services 2869
Other 5024
B Exchange
BIC 10
mBTC 10000
BCH 60
UsSD 121882
EUR 100190
GBP 89068
CAD 151988
AUD 153090
mBCH 60920
SEK 983566
NOK 968537
DKK 745316
TRY 457968
CNH 789928
HKD 956114

RUB 6925740

——— -~

Messages: 0 granol8

S o

Bitcoin (BTC)

. \_0_! Logout

11905 search results (08 seconas)
— Filter
Ships to Ships from Escrow  Category Cryptocurrency
[ ~ [ v v | v v
| Lty | v
o Sy —
B v - uk passport | v| |a v

2 3 4 5 6 7 8

9 10 11 12 1

14 15 16 17

18 19 20 .. 364 365 366 367 368 369 370 371 372 373 @

10 Passport Scan (UK) Highest Quality and

Cheapest

B0.00854
Kingscan (1250) (4.95%)
VA — WW

100 x UK Passport Scan *Best Price*

Genuine UK Passport+Bill Set

am =
Customized
solutions

B0.00769
Kingscan (1250) (4.95x)
VA — WW

NEW UK PASSPORT Temolate !-HQ- Best Price !
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To set up a totally anonymous donation system that could send millions of dollars worth of
Bitcoin instantly from the United States, United Kingdom, South Africa, Ghana, Malaysia,
Sri Lanka, or wherever else right to the pockets of the mujahideen, very little would be done.
Dark Wallet’s beta release will be published within the next coming months, the mujahideen of
Dawlatul-lslam would simply need to set up a wallet and post their wallet address online. Then,
Muslims from across the globe could simply copy the wallet address, login to their Dark Wallets,
purchase whatever amount of Bitcoin they wish to send, and send them over. The mujahideen
would then have someone on the other side convert Bitcoin into whatever currency they wish at
optimal Bitcoin to currency transaction rates to receive the donations from the whole ummabh.
This system has the potential to revive the lost sunnah of donating to the mujahideen, it is
simple, easy, and we ask Allah to hasten it's usage for us.
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Al Sadagah @AlSadagah1 - Jan 19 v
If anyone has a Bitcoin ATM in your area or country, then you can send money to

the mujhideen 100% anonymously with cash. It is really that simple. Lock at
coinatmradar.com for your nearest Bitcoin ATM. Inbox @alsadaqah11 for more
help.

Bitcoin ATM Map - Find Bitcoin ATM, Online Rates

Find Bitcoin ATM locations easily with our Bitcoin ATM
Map. For many Bitcoin machines online rates are
available.

coinatmradar.com
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. The operational flow of the proposed blockchain network.

Participants

Applications

Blockchain
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The Future of Al and Good Governance
How can it be

Equitable and Inclusive
?

Foreign Affairs

September/October 2023; Published on August 16, 2023

The Al Power Paradox

Can States Learn to Govern Artificial Intelligence—Before It's Too
Late?

By lan Bremmer and Mustafa Suleyman
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2 Points of view

» How can Al help in achieving good Governance
(State and Corporate)?

» How can we govern Al in a good sense?
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We always have good hope
But the truth is

if we don’t act now,
the future of Al ..

may be , put it won’t be  just
may be put it won’t be fair
may be outitwillnot  SEICIIGINGRIARISHUNESS
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THE RISE OF Al - SPEED, ...

* GPT-4required 2 - 10725 FLOP of computing power to train.

* New latest public model was trained with 10*27 FLOP.

* Once the new datacenters are up and running, they’ll be able to train a model
with 10728 FLOP—a thousand times more than GPT-4. Thus, they could train
this model in 150 days.

 ChatGPT reached 100 million users in two months. faster than any app in
history.

* The amount of data we collect is immense (we even know how many seconds
you stopped to look at a page)

* Our next Gen Al will be trained better for each individual ..\We will have better
correct advice
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... Scale, and ...

* Al systems have moved from theory to utility in less than a decade

* Al is expected to contribute US$15.7 trillion to the global economy by
2030 (PWCQC).

* 75% of companies will adopt at least one Al tool in the next 3 years
(McKinsey)

* The number of Al patents filed globally has increased by over 400%
since 2010, with China leading.
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... SKEW

 Ofthetop 100 Al firms in the world, over 85% are based in just five countries.

e Less than 3% of datasets used in LLMs include content in African or Southeast
Asian languages.

* A 2023 Stanford study found that only 1.8% of top Al researchers are from the
Global South.

* The vast majority of countries have neither the money nor the technological
know-how to compete for Al leadership.

* The vast majority are users not developers .. a high risk

» Soyes, Al is growing. But it is not growing equally.
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Source: Stanford University, Artificial Intelligence Index Report 2024
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The top 4 global Hyperscale Tech Companies were investing $60 billion
every quarter in digital infrastructure!

* Q324 CapEx was . : * Q324 CapEx was * Q324 CapEx was
, while Q224 , whi , and Q2'24 CapEx

CapEx was $19 billion. [ « Q224 CapEx was $17.6 was $8.47 billion.
billion, while Q124
CapEx was ONLY $14
billion.
» CEO said the company is
expected to spend $75
billion in CapEx in 2024,
and even more in 2025!

Open Al, Oracle and SoftBank Just announced 5 days

ago plans for 10GW $500 billion Data Centers
© AMDarwish.com —23/10/22 - 306/379



What Is Al Governance?

The system of
rules, norms, and institutions
that ensure
Al systems are aligned with public interest.
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Why It Matters

Al # Just atechnical system
It's a decision-maker

* Approving loans

* Prioritizing patients

* Recommending sentences in courts

* Influencing elections through personalized ads
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Al governance guidance is often
sought from external sources

Where does your organization seek guidance
on its approach to Al governance?

70%

m Standards bodies (e.g. NIST,
60% ISACA)

m Government
50%

B Vendors (e.g. AWS, Microsoft,
Adobe)

40% ® Academic institutions

30% Consultants/advisory services
|
20% Internal employees
m Do not seek guidance on Al
10% governance
. W Other (Please specify)
0% .

Source: Info-Tech Future of IT Survey, 2024;n=371
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Al strategy Is new
for most organizations

What best describes your organization’s approach to Al strategy?

5% 8% = Corporate-wide Al strategy is in place and
up to date
= Al strategy in place for some business
areas (including IT)
26% 19%
= We have an outdated Al strategy covering
all or part of the business
- = Al strategy is being developed or will be
\ 19 developed soon
0

No specific Al strategy but will be part of
IT and business strategies

= No plans

4‘| % Source: Info-Tech Future of IT Survey, 2024; n=372
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Organizations prefer to access
generative Al through
applications

How does your organization plan to make use of
generative Al from now through the end of 2025?

70%
60%

20%

40%
30%
20%
10%

0%

Using generative Al Integrating generative  Customizing and fine- Customizing and fine-  Using generative Al

features embedded in Al via APls tuning generative Al tuning generative Al features embedded or
SaaS models inthecloud modelson our private  installed ona device
infrastructure

Source: Info-Tech Future of IT Survey, 2024; n=183
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Challenges .. Al could be used to

generate and spread toxic misinformation, eroding social trust and democracy;
to surveil, manipulate, and subdue citizens, undermining individual and
collective freedom;

Or

create powerful digital or physical weapons that threaten human lives.

Or

destroy millions of jobs, worsening existing inequalities and creating new ones;
entrench discriminatory patterns and distort decision-making by amplifying
bad information feedback loops;

Or

spark unintended and uncontrollable military escalations that lead to war.
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Where Current Governance Models Fall Short

Key Insight:

"Al is global in deployment, but local in
impact — and governance hasn’t caught up.”
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Governance must ensure:

Legitimacy: Are Al decisions fair and just?
Accountability: Can harm be traced and addressed?

Adaptability: Can governance evolve with tech speed?
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Strategic Imperative:

“Governments must move from
Al users to Al rule makers.”
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Governance is supposed to ensure that power is checked, that institutions are accountable, and
that citizens are heard and have a role.

1. Transparency

Most Al systems today are black boxes.

2. Accountability

Who is liable when Al causes harm?
Examples: Self driving cars — Bias in Neighbourhood arrests.

3. Participation

Very few citizens have any say in how these models are built or deployed.
In the EU Al Act consultations, fewer than 3% of submissions came from developing countries or
non-profits.

» In short, governance has not caught up with the scale, speed, and opacity of Al systems.

© AMDarwish.com —23/10/22 - 316/379



The overarching goal of any global Al regulatory architecture should beto
identify and mitigate risks to global stability without
choking off Al innovation.

Al governance must also be agile so that it can adapt and correct course as Al

evolves and improves itself. Public institutions often calcify to the point of being
unable to adapt to change. And in the case of Al, the sheer velocity of technological

progress will quickly overwhelm the ability of existing governance structures to catch
up and keep up.

Al governance mMust cover the entire supply chain, from
manufacturing to hardware, software to services, and providers to users.
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The Governance Challenge:

Without deliberate good governance,

Al can entrench bias and widen inequalities.
Biased algorithms in hiring or credit can reinforce discrimination, and unchecked data
practices may undermine privacy and agency. Ensuring Al benefits everyone — not just a
few — requires proactive policy intervention.

Why Equity and Inclusion Matter:

Technology-driven progress must not come at the expense of civil rights or social justice.
Inclusive Al governance means

embedding principles of diversity, equity, and fairness
from the outset. In fact, without integrating Diversity, Equity, and Inclusion (DEI) into Al
governance, we risk exacerbating global disparities. The goal is a future where Al is not only
smart but also just, equitable, and inclusive.
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Multi-Stakeholder Involvement:

Effective Al governance isn’t top-down only — it thrives on
engagement with civil society, academia, industry, and
affected communities. Open  Government efforts
recommend opening up algorithms and Al projects to public
scrutiny to improve accountability. This includes publishing
algorithms or inviting public comment on Al systems. In
practice, countries are convening multi-stakeholder forums
(e.g. the Open Algorithms Network co-chaired by Canada
and others) to co-create inclusive Al strategies. Such
participatory approaches ensure that a broad range of
voices - including women, minorities, and marginalized
groups — shape Al policy from the start.

lan Bremmer and Mustafa Suleyman

Companies will be part of the formula ..
Governments cannot assume they are in full control
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Common Mistake: One Size Fits All

Did not achieve good success in Internet Governance ..
Not settled on governance of IPv6
So how will we govern Al which is by far harder

Big Question .. Can USA and China will meet in the middle
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THE ETHICAL COST OF NON-INCLUSIVE Al

Let’s be clear: bias in Al is not a bug — it’s a reflection of the data and the society we train it
on.

Examples;

In 2019, Joy Buolamwini at MIT found that facial recognition systems had error rates of
0.8% for white men and 34.7% for Black women.

In India, loan algorithms regularly deny credit to women entrepreneurs due to a lack of
formal credit history — even when their businesses are successful.

In Indonesia, a fintech company admitted that its Al scoring penalized borrowers who used

Bahasa Indonesia over English on their applications, because most of the training data was
in English.

These examples aren’tisolated. They show us a world where the poor are invisible, the
marginalized are mislabeled, and the rich get richer.
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FRAMEWORK FOR INCLUSIVE Al GOVERNANCE — THE FOUR R's

1. Representation

Who is in the room when models are designed?

Include not just engineers, but ethicists, social scientists, linguists, and users.
Build multilingual datasets.

Demand demographic disclosure for training datasets.

2. Regulation

Governments must step in to set standards.
Regulatory sandboxes can help test models in controlled environments.
Examples: UAE Al ethics board. Singapore has a Model Al Governance Framework.

3. Resilience
Systems must be robust against adversarial attacks, misinformation, and edge-case failure.
Governments must invest in Al literacy, cyber hygiene, and public awareness.

4. Redistribution

Al will create immense wealth. But who benefits?
We need mechanisms to share the gains: tax on data extraction, shared IP, public Al tools.

Brazil is piloting data dividends. © AMDarwish.com — 23/10/22 - 322/379



Equitable and Inclusive Al Policy Frameworks

Global Principles Embedding Inclusion:

International frameworks increasingly center inclusion. UNESCO’s Recommendation on the
Ethics of Al (2021) urges that “diversity and inclusiveness” be ensured throughout the Al system
lifecycle. Similarly, the OECD Al Principles (adopted by 50+ countries) highlight inclusive growth
and fairness as key tenets. These high-level principles push governments to consider how Al
can benefit all segments of society and not deepen divides.

“Equity by Design” in Al:

Policymakers are adopting equitable Al design guidelines to preempt bias. Non-discrimination

and fairness are now common pillars in Al ethics codes.

Example: UAE Al Ethics Principles (2022) explicitly emphasize fairness, inclusiveness, equality,
human benefit, and rights, aligning Al initiatives with the Sustainable Development Goals. Such
frameworks act as a compass ensuring that Al deployment advances social good and protects

the vulnerable.
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Ethical Governance and Religious Values:

Ethical Al frameworks can also draw on cultural and religious value systems to enrich their
moral foundation.
In this context, principles of
justice (Jae),
Trust (W)
Participation (s)s<)
compassion (des)),
and accountability (du\ss)
are particularly relevant.
They exist is all religions and spiritual

Trust: Data is not a commodity; it is a trust. We must protect how it is collected, stored, and
used.

Participation: Good governance means inclusive consultation. We must include affected
communities, especially the voiceless.

Justice must be at the center. If Al increases inequality, it is failing its purpose.
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International Efforts and Case Studies in Inclusive Al Governance

* UN:
In July, UN Secretary-General Antonio Guterres called for the establishment of a global Al regulatory
watchdog.

* The European Union - A Human-Centric Approach:

The EU is at the forefront with its comprehensive Al Act, a regulatory bill (In June, the European Parliament
passed a draft of the EU’s Al Act), the first comprehensive attempt by the European Union to erect safeguards
around the Al industry. It takes a risk-based approach to Al. It bans or strictly controls Al uses that threaten
fundamental rights and mandates transparency and bias mitigation for high-risk systems. Underpinning this
is the EU’s commitment to human dignity and non-discrimination. In parallel, the EU has also published
ethical guidelines on “Trustworthy Al,” emphasizing inclusivity and diversity in Al development. Moreover,
recognizing that regulations must be democratically governed, experts have called for greater civil society
participation in technical standard-setting for Al — noting current barriers like the dominance of industry
voices. The EU’s experience shows the importance of pairing hard law with inclusive processes (standards,
oversight boards, etc.) to ensure Al benefits all Europeans.

« G7:
In May 2023, the G-7 launched the “Hiroshima Al process,” a forum devoted to harmonizing Al governance.

© AMDarwish.com —23/10/22 - 325/379


https://www.foreignaffairs.com/topics/european-union

International Efforts and Case Studies in Inclusive Al Governance
(Cont.)

 The United States - Al Bill of Rights:

In 2022, the White House proposed a Blueprint for an Al Bill of Rights as a policy framework to
protect the public from abusive Al. It enumerates principles like “Algorithmic Discrimination
Protections” — meaning citizens should not face bias from Al, and systems should be designed in
an equitable way. While not a binding law, it guides U.S. agencies and companies toward
practices such as testing Al for bias, ensuring explainability, and safeguarding privacy.
Additionally, U.S. lawmakers are exploring new regulations (e.g. an Al Civil Rights Act) to
eliminate algorithmic bias in sectors like lending and employment. The U.S. case underscores
growing consensus that Al governance must uphold civil rights and equal opportunity in the
digital age.
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Regional Spotlight: Middle East

* National Al Strategies in MENA:

Across the Middle East, governments are crafting Al strategies with an eye toward innovation and social
impact. The United Arab Emirates appointed the world’s first minister of Al and issued an “Al Ethics”
guideline (2022) focusing on inclusivity, fairness, and transparency. Saudi Arabia’s Al strategy similarly
highlights equity and aligns with Islamic ethics on data privacy and security. These strategies often
reference local cultural values — for example, the importance of community and consent in Islamic
teachings — alongside global ethical norms. While implementation is ongoing, the vision is clear: position
the region as a leader in Al while ensuring technologies are used in line with ethical and societal norms
(such as protecting personal dignity and preventing harm).

Regional Cooperation and Capacity Building: Countries in the Middle East are also collaborating on Al
through forums like the OECD’s Al Policy Observatory (which includes several MENA participants) and
bilateral partnerships (e.g. UAE-Egypt Al cooperation on skill development). Likewise, countries like
Qatar and Oman are investing in Al literacy and upskilling programs to ensure their citizens can partake in
the Al economy, not just watch from the sidelines.

* Egypt:
In 2024 MoHE in Egypt in cooperation with UNESCO and ISESCO issued Ethics of the Use and
Development of Al in Egypt
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Regional Spotlight
(Cont.)

* Turkey
Towards Responsible Al Governance: Turkey, as the host nation for this discussion, offers a compelling case

study. The government released its National Al Strategy in 2021, aiming to transform Turkey’s economy with
Al by 2025 while safeguarding societal well-being. A Digital Transformation Office (DTO) was established to
coordinate Al policy across ministries. Responsible and inclusive Al is a declared priority in Turkey’s Al
journey. In practice, this has meant aligning with European best practices: Turkey is preemptively
harmonizing its Al policies with the EU Al Act to ensure ethical implementation. The DTO has issued an Al
circular setting standards for transparency, accountability, and fairness in public-sector Al. Notably, Turkey
is developing a “Trustworthy Al Seal” certification for Al systems — a badge to assure citizens that an
algorithmic system meets rigorous ethical and technical criteria. Together with algorithmic accountability
guidelines, this is meant to bolster public trust that Al-assisted public services are fair and explainable.

There is recognition that talent development and education are key to inclusion. Turkey established dozens

of Al research and education programs and funded industry-academia projects to build an Al-ready
workforce.
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Global Multi-Lateral Initiatives:

Beyond individual nations, international bodies are fostering inclusive Al governance. The UN
has called for a global “Digital Compact” to ensure digital technologies (including Al) drive
inclusion and development for all. UNESCO’s 193 member states unanimously adopted the Al
Ethics Recommendation, committing to actions on data governance, gender equality, and
inclusive Al education. The Global Partnership on Al (GPAI) brings together governments and
experts from around the world (including Middle Eastern countries) to collaborate on
responsible Al, with work strands on future of work and data justice that address equity and
inclusion. These international efforts provide platforms for sharing best practices and
harmonizing norms — important for smaller states to voice their needs and values in the global Al
narrative.
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US (pro-innovation) vs. EU (pro-safety)
Al regulatory comparison

Key Driver
Approach
Al Regulatory Framework

Enforcement Agencies

Al System Classification

Regulatory Focus
Penalties

Obligations

United States
Innovation
Policy

* No legislation at the federal level

 Legislation exists at the state and municipal level
» White House Al Executive Order 14110 (policies for federal
agencies)

» Federal Trade Commission (FTC)
« Consumer Financial Protection Bureau (CFPB)
» Sector-specific regulators

Emphasizes responsible use, no reporting/classification requirements

Vertical/sector/risk-based, will depend on context
No new penalties; leverages existing laws

Compliance with Al principles

European Union
Safety and mitigating risk
Legislation and regulation

* EU Al Act

« General Data Protection Regulation
» Product Liability Directive
» EU Data, Digital Services, Digital Markets, Data Governance Act

» European Al Office
» European Al Board
« National Data Protection Authorities

» Unacceptable risk: any system leveraging personal biometric data
 High risk: any system that categorizes or profiles individuals

Horizontal-based, same rules apply to all industries
Fines based on a percentage of revenue

Based on requirements for high-risk Al systems (Section 2)

» Risk Management System, Data Governance, Documentation,
Record-keeping, Transparency to Deployers, Human Oversight,
Accuracy, Robustness and Cybersecurity
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Key Challenges:

> Bias

Algorithmic Bias and Discrimination:

One of the most urgent governance challenges is correcting algorithmic bias that leads to unfair
outcomes. Al systems can inherit and amplify human biases present in training data or design.
Case in point: facial recognition software was found to have error rates below 1% for light-skinned
men but as high as 34% for dark-skinned women — a stark disparity arising from non-representative
training data. Such biases have real-world consequences: they can result in higher wrongful arrest
rates for minorities, unequal loan approvals, or denial of job opportunities to qualified candidates.
Policymakers must therefore implement standards for “algorithmic fairness testing” and require
audits of Al systems used in sensitive areas (hiring, policing, healthcare) to detect and mitigate
bias. Another strategy is mandating diversity in Al development teams and datasets, so that
perspectives of women, racial/religious minorities, and other underrepresented groups shape
system design. Ultimately, ensuring Al is fair is a cornerstone of inclusive governance — it preserves
social justice in an algorithmic age.
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Key Challenges:

» Digital Divide

As Al advances, a new form of digital divide is emerging — an “Al divide” between those who have
access to Al tools and literacy and those who do not. This divide reflects unequal access to Al
benefits across communities and countries. Marginalized groups (rural populations, women, low-
income communities) often lack the connectivity, education, or resources to utilize Al-driven
services, which exacerbates existing inequalities. For instance, Al-powered education or
healthcare services may not reach remote or impoverished areas, further isolating them. Bridging
this gap requires investments in Al literacy and digital skills training for all citizens — so people
understand and can leverage Al. It also calls for expanding affordable internet access and ICT
infrastructure, particularly in developing regions. Governments and international agencies should
view Al capacity-building as a development priority, akin to basic education. If left unaddressed,
the Al divide could mirror or even worsen the socio-economic divide, leaving a portion of the
global population unable to benefit from (or voice concerns about) Al. Ensuring equitable access
and empowerment is thus integral to “inclusive Al.”

© AMDarwish.com —23/10/22 - 332/379



Key Challenges:

» Global Inequality

Who develops and benefits from Al on the world stage is heavily imbalanced. Wealthier nations
currently dominate Al research, investment, and infrastructure, while lower-income countries lag
behind. The chart above (Al preparedness by country income group) vividly illustrates this gap: High-
Income Countries (red bubbles) cluster far to the top-right — indicating robust Al readiness (often 60—
80% on the index) —whereas Low-Income Countries (purple) lag at the bottom with minimal
preparedness. In 2023, the U.S. alone attracted over $67 billion in Al investments, 8 times more than
the next country (China). Such disparities mean advanced nations are poised to reap Al’s rewards
(productivity, wealth creation) while poorer nations risk falling further behind. There is a real concern
that Al could widen the global wealth gap, undermining development gains. Moreover, developing
countries may be less prepared to handle Al’s disruptions — lacking social safety nets or retraining
programs to cushion job losses from automation. This challenge demands a global response: richer
nations and international organizations need to support capacity in the Global South through funding,
technology transfer, and inclusive governance forums. Without corrective measures, Al’s growth could
mirror past technological revolutions that benefited the few over the many, making it imperative to
bake global equity into Al governance discussions (from WTO and G20 talks to UN agencies).
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Actionable Insights: Toward Inclusive Al Governance

* Embed Fairness and Non-Discrimination into Policy:

Policymakers should codify fairness principles into Al regulations and procurement. This could include
requiring algorithmic impact assessments for public algorithms (checking for biased outcomes before
deployment) and enforcing “equity by design” standards. Several governments are already moving in this
direction — for example, Finland now mandates ethical guidelines to avoid Al biases affecting human
dignity and equality. Likewise, Canada is strengthening its Al Directive to require an intersectional analysis
(Gender-Based Analysis Plus) during Al system development to catch biases impacting women,
minorities, or disabled groups. Adopting such tools universally can help ensure that Al-driven decisions do
not discriminate but rather promote inclusive outcomes.
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Actionable Insights: Toward Inclusive Al Governance
(Cont.)

* Investin Digital Infrastructure and Al Literacy:

Inclusive governance means making Al accessible to all. Governments, especially in developing countries,
must invest in foundational digital infrastructure — affordable internet, electricity, and data centers—as a
public good. For instance, India’s drive to connect 600,000 villages to broadband has laid groundwork for rural
communities to benefit from Al innovations. In parallel, education and skilling programs are crucial: integrating
Al and data science into curricula, offering vocational training for the Al economy, and running public
awareness campaigns. Viet Nam’s initiative to include Al in all levels of education by 2025 is a notable
example. By improving STEM education and Al literacy, nations equip their citizens — including
underrepresented groups —to participate in and shape the Al future rather than be passive recipients.
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Actionable Insights: Toward Inclusive Al Governance
(Cont.)

* Strengthen Inclusive Institutions and Participation:

Governance mechanisms should be designed to include diverse voices in Al policymaking. This means setting
up ethics committees, advisory councils, or regulatory sandboxes that have representation from women,
ethnic/religious minorities, persons with disabilities, youth, and other stakeholder groups. It also entails
consulting widely on Al strategies (through public comment periods, town halls, etc.). The EU’s approach of
involving civil society in Al standard discussions, or Scotland’s public challenges on Al and disability inclusion,
are practices to emulate. Internationally, developing countries should be actively invited into global Al
governance fora — their perspectives on equity and needs must shape global norms. Decolonizing Al governance
involves recognizing and elevating the voices of the Global South in rule-making. An actionable step is to
provide funding and capacity support for stakeholders from poorer countries to join these conversations
(echoing recommendations to boost civil society participation in standards work). In sum, inclusive governance
is as much about process as outcomes: who gets a seat at the table will determine if Al policy truly serves
everyone.
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Actionable Insights: Toward Inclusive Al Governance
(Cont.)

 Address the Data Divide and Encourage Local Innovation:

Equitable Al requires diversifying the data and systems that power it. Policymakers should push for inclusive
data governance — encouraging data collection that covers marginalized populations and local contexts
(with proper consent and privacy). Open data initiatives can help, as can international data-sharing
agreements that ensure the Global South has access to the data resources fueling Al (for example, sharing
satellite or health data for development uses). At the same time, governments can spur local Al innovation
targeted at local problems. This might mean grant programs, innovation hubs or sandboxes for startups
building Al solutions in, say, Arabic or Turkish languages, or addressing regional issues (like water scarcity or
crop optimization). Rwanda’s support for youth and women in coding and Al projects shows how
empowering underrepresented innovators can yield Al solutions tailored to community needs. By fostering
home-grown Al and closing data gaps, countries ensure Al development isn’t one-size-fits-all from abroad,
but inclusive of diverse cultures and contexts.
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Actionable Insights: Toward Inclusive Al Governance
(Cont.)

 Ensure Accountability and Ethical Oversight:

To maintain public trust in Al, robust oversight mechanisms are needed. Policymakers should
establish clear accountability for Al harms — defining legal liability for Al decisions and avenues for
redress when Al causes discrimination or other harms. This could be through updating anti-
discrimination laws to cover algorithmic decisions or creating Al ombudsperson offices to investigate
complaints. Regular audits and transparency requirements will also enforce accountability: e.g.
requiring government agencies or companies to publish information about their Al systems (“Al
registers”) and conduct independent audits for bias, security, and performance. Some jurisdictions
(like New York City with its bias audit law for hiring algorithms) are pioneering this. Additionally, ethics
review boards (with community representation) can oversee the deployment of Al in sensitive areas.
Finally, grounding governance in core ethical principles - like the Islamic ethos of 4L
(trustworthiness) and 4slas (public interest) — can guide officials to make decisions in service of the
common good, ensuring Al systems remain “human-centered” and aligned with our moral values.
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Case Study 1: Employment

The past industrial and digital revolutions have proven to shift job market to a
different skill set
Will this one be the same?

Al as a European heaven
UNIDO study

3 cases
1. Forced to do because Jobs are on workshop premises
2. Export favoured in the short term because jobs can be performed remotely

3. Looking forward for Al to perform some of the tasks
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Case Study 2: RIA:
Regulatory Impact Assessment

Expectations, Scenario Building and
Decision Making
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Call to action
Who must do What?

v" Policymakers:
Draft inclusive Al strategies with local values. Fund domestic Al infrastructure.

Push for regional Al governance bodies.

v" Technologists:
Build for explainability, not just accuracy. Document decisions. Center
inclusion in the design process.

v" Civil Society:
Educate communities. Demand transparency. Create coalitions across
borders.

v"  Religious and Spiritual Leaders:

Provide moral framing. Issue guidance. Ensure ethical debates are not left to
technocrats alone.
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To Conclude

We are at a critical juncture. The future of Al will not just be built in

Silicon Valley or Beijing. It will be shaped by the questions we ask here,
today.

» Let us make those questions bold, ethical, and inclusive.

» Let us not replicate the injustices of the past with the technologies of
the future.

» Let usinstead build an Al that serves the human being — not
replaces him!!
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We can not be mere consumers of good governance,
we must be participants and co-creators

Rohini Nilekani

| am concerned that we will be trying to fit old structures
to new Technologies
Ahmed Darwish, Paris 2002
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Al-based cyberattacks and deepfakes
are the top cybersecurity threats

How concerned are you about the following external cybersecurity
threats? Rate 1 (Not concerned) to 5 (Very concerned)

Deepfake phishing attacks Encryption's vulnerability Securing Interet of Things Al-powered cyberattacks
to a quantum computer  (loT) devices exposed to
attack public internet

5

4.5

4

3.5

w

2.5

N

1.5

]

Source: Info-Tech Future of IT Survey, 2024; n=190
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Linear Economy
Take Make Use Waste

Circular Economy

* Circular design and production: applying “reduce and
recycle” strategies to design out waste at the source,
prior to commercialization.

e Circular use and life extension: enabling the reuse,
repair, repurposing, refurbishing or remanufacturing
of products in use phase

e Circular value recovery: recovering materials and
other resources from waste, recovering waste heat
and/or reusing treated wastewater

e Circular support: facilitating circular strategies in all
lifecycle phases, for example with the deployment of
key ICT technologies, digitalization and services
supporting circular business models and circular value
chains.

Wasted
capacity

Underutilized or
unused products

Wasted
resources

Material and energy that
cannot be continually

regenerated Deskun and assets
esign
Introduce Sourcing Manufacturing Incrgase
renewable and sharing,

bio-based materials,
chemicals and

co-owning, co-
using, resource

energy pooling, etc.
Reverse e
logistics Four Types of Logistics
Wasted Value
Wasted Wasted
embedded lifecycles
value Premature

End-of-Use Marketing

d of ki
Recycling & Sales end of working

Components, material
product use

and energy not

recovered at disposal Product » __ Lifecycle
/N Increase recycling, Use ¢ D services

upcycling, toresell,
component harvesting
and energy recovery

remanufacture, etc.
Design

maintain, repair,
/ Manufacturing
Circular
Inputs

Product as
aService

Circular{nputs Reverse Marketing
Logistics & Sales

End-Of-Use Product 9\ ProductUse
Recycling Use i Extension

Sharing
Platforms
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Quantum Computing

Nano Robots

Drones

New Generation of Batteries

Web3
Organ Mathematical Modeling
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What?

We all know but we are not acting ..
We like to stay in our comfort zone !!

We need to move from . economy
to the 20S economy

If we work as programmers for others ..
bye bye ®
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Tiger leap @ e-cabinet

@ E-c;caa:(d ZDDD QX9X-Road® @

< E m-parking .
@ e-school eesti.ee ID bus ticket
@ digital 2002 2003 2004

@ id-card

mobile-id

e‘J“St]ce e-Police system

2006

2007
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X_ rO a d DATABASE POPULATION

REGISTER

* the busiest highway since 2001

CENTRAL
MONITO-
RING

TELECOM

COMPANY
X-Road - secure and interoperable open-source data exchange PUBLIC

platform INTERNET

e operational in Azerbaidjan, Argentina, Cambodia, Colombia,
El Salvador, Estonia, Faroe Islands, Finland, Germany, Iceland,
Japan, Kyrgyzstan, Vietham

TIME-

STAMPER

X-tee — the Estonian X-Road ecosystem since 2001
e saving 3 million working hours annually
* over 3,000 different services

e over 2,5 billion transactions per year

STATE
PORTAL
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e-resident

e e-resident.gov.

* 90,000+ e-reside
e 21,000+ e-reside
* 32m+ € taxes paid
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FAILURES ARE DIVIDED INTO
TWO CLASSES
THOSE WHO
THOUGHT AND NEVER DID
AND
THOSE WHO
DID AND NEVER THOUGHT

A GREAT
PLEASURE IN LIFE IS
DOING
WHAT PEOPLE SAY
YOU CAN NOT DO
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Thank you
ahmed@amdarwish.com

www.amdarwish.com
+2012 2224 7381
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